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RA_HO_05 — Cyber Security
A M Water Services Ltd — Risk Assessment
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Task/Activity
Protection against cyber threats and maintaining information security
Location
All digital work environments
Persons at Risk
All staff
Company data and systems
Client information
Supply chain partners
Hazards and Controls
	Hazard
	Existing Controls
	S
	L
	R
	Additional Controls
	S
	L
	R

	Phishing attacks
	Email filtering, basic training
	4
	2
	🟡 8
	Simulated phishing tests, advanced training
	3
	1
	🟢 3

	Ransomware
	Antivirus, backup systems
	4
	2
	🟡 8
	Advanced threat detection, isolated backups
	3
	1
	🟢 3

	Data theft
	Firewall, access controls
	4
	2
	🟡 8
	Enhanced monitoring, security awareness campaign
	3
	1
	🟢 3

	System compromise
	Password policies, updates
	4
	2
	🟡 8
	Zero-trust architecture, regular penetration testing
	3
	1
	🟢 3

	Weak passwords
	Password policy, complexity requirements
	3
	3
	🟡 9
	Password manager provision, biometric authentication
	3
	1
	🟢 3

	Unsecured Wi-Fi
	VPN provision, security guidance
	3
	2
	🟡 6
	Mandatory VPN use, home router security
	2
	1
	🟢 2

	Social engineering
	Awareness training, verification procedures
	3
	2
	🟡 6
	Enhanced training, challenge protocols
	3
	1
	🟢 3

	Supply chain attacks
	Vendor assessments, software controls
	4
	2
	🟡 8
	Enhanced vetting, isolated environments
	3
	1
	🟢 3



PPE Requirements
Not applicable
Training Requirements
Security awareness training
Phishing identification
Password management
Incident reporting
Data handling procedures
Social engineering awareness
Emergency Procedures
Cyber incident response plan
System isolation protocols
Evidence preservation
Recovery procedures
External reporting (ICO, NCSC)
Monitoring
Security event logging
Threat intelligence monitoring
Vulnerability assessments
Training completion rates
Phishing test results
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